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H Unknown User - home - Microsoft Internet Explorer 
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Web Security cannot identify you. Please select one of the following items. 



login smrth 
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# iogfn to the smart port 
% create an account 

# what's a smart port? 
% help / glossary 




Schlumberger's smart port service is a 
new system of granting access to 
network software services as offered by 
a Customer Portal. 

It creates trust in e-business by 
empowering users to manage their 
own digital credentials and 
entitlements. 
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# Privacy Statement ~ 
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Smart cards - main menW-N^bfcape-hF^ 



You are currently logged in as: Martin Koistinen 



June 26, 2001 



Manage rny smart card 

»► order a card = . ; = , ; : 

personalize my card 
^ prepare current browser for shtart caiifa 



lost or compromised card 
*v change my card's PIN 
«► unblock my card's PIH^ 
4 s return ^s, 
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# Contact Us 
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Remote Unblocking Security Agent 
Application 
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Client-side 
Applet 
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Agent-side 
Applet 
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Unblocking 
Service 
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\ User Requests 
Unblock Card Option 



I 



Client-side Applet 
Loaded 
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Client-side Applet 
Gathers Information 
from user 
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Client-side Applet 
Gathers Information 
from Smart Card 
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Display Information 
and Instructions for 
user to contact 
Security Agent 
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User Contacts 
Security Agent 
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Client-side Applet 
Activates Continue 
Button 
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User Selects 
Continue Button 
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User Enters UAC 
Provided by Security 
Agent 
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Client-side Applet 
Verifies UAC 
Through the 

Unblocking Service 
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UBC Requested 
From Directory 
Service 
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Directory Service 
Provides UBC to 
Client-side Applet 
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Client-side Applet 
Unblocks Smart 
Card 
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User Enters New, 
Known PIN 
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E-mail Confirmation 
of Successful 
Unblock 
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Display Success 
Message 
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You are currently logged in as: Martin Koistinen 



June 25, 2001 

A Smartport security officer can assist you in unblocking your card 
Please call: i-soo-ooo-oooo 
Your are required to provide the following pieces of information: 
Your email, martin@koistinen.com 
Your card ID 1 671 -11 71 -21 32-1 800-1 917-61 01-0 
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logoff march help 
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Please enter your UAC: 




4* return 
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# Legal Information 



p Privacy Statesmen 



#CtmtactUs 
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A Smartport security officer can assist you in unblocking your card. 
Please call' 1 -SOO-OOO-0000 
Your are required to provide the following pieces of information: ;,'.;/->. 
Youremaii.martin@koistinen.com 
Your card ID: 1671-1171-2132-1800-1917-6101-0 



Please enter your UAC:)aaubcl3GQAYRF83A 





4" return 
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% Privacy Statement 



♦ Contact Us 
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End User Contacts 
Security Agent 
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Security Agent Accesses 
Security Agent 
Application 
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Request Unblock 
Function 
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Agent-side Applet is 
Loaded 
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Security Agent Enters 
Information Supplied by 
the End User 
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Agent-side Applet 
Provides Instructions to 
Security Agent to Verify 
User Identity 
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Security Agent Asks 
Questions Directed to 
User to Verify Identity 
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Agent-side Applet 
Generates UAC 
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UAC Delivered To 
Unblocking Service and 
Stored Against Smart Card 
Record 
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UAC Displayed to 
Security Agent 
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Security Agent Selects 
Done Button 
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Admin Credentials - mainframe - Netscape 



Hie ^ fdit View Go Communicator Help 
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You are currently logged in as: Martin Koistinen 



June 26, 2001. 



Administrator Functions 

# add new user 

# select ait existing user 

$ prepare smart card for user 

# unblock user card 

# help / glossary 
4" return 
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# Legal Information 



# Privacy Statement 



♦Contact Us 
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JR- Admin Credentials - mainframe 'k Netscape ^ 



File Edit View . Go . Gommonicator Help . 
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You are currently logged in as: Martin Koistinen 



June 28. 2001 . 

Please verify the user information below. Click Generate UAC once you 
have verified the user. Or click Cancel Process to cancel unblocking. 



h&m$ logoff search fte/p 
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Martin 



First Name: 



Last Name: Koistinen 



Address: 5599 San Felipe Suite 400 i 



Phone Number. (713) 499-8545 
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# Privacy Statement 



$ Contacl Us 
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min Credentials - mainframe ■ Netscape 



Fife Edit View . Go: Communicator . Help ; 
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| You are currently logged in as: M 
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A new UAC has been generated and saved in LDAP If this was done 
in error, please click Cancel now to remove the UAC from LDAP 



UAC : |MUB-CL30-OAtor88Al; : r ^ '( 
Cancel "l bone | 
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4" return 
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# Contact Us 
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